
 

  

ALC is accredited by ISACA to deliver CISA® Training www.alc-group.com  

Since 1978, the ISACA® Certified Information Systems Auditor® (CISA®) program, has been the globally accepted standard of 
achievement among information systems (IS) audit, control and security professionals. The technical skills and practices that CISA 
promotes and evaluates are the building blocks of success in the field. Possessing the CISA designation demonstrates proficiency 
and is the basis for measurement in the profession. This course provides an intense environment in which participants can acquire, thoroughly 
and properly, the skills and knowledge expected of a world-class information systems audit, control and security professional. In the process the course 
provides outstanding preparation for the CISA exam.

This course has been independently commissioned with three 

objectives: 

• To provide an in-depth understanding of the tasks and knowledge 
expected of a world class information systems auditor 

• To provide candidates with a clear understanding of the CISA 
examination and certification processes 

• To maximise your prospects at the CISA exam  

The CISA designation is for Information Systems Audit professionals 
who have Five (5) or more years of experience in IS/IT audit, control, 
assurance, or security. Experience waivers are available for a 
maximum of three (3) years. 

Comprehensive information is available in the CISA Exam Bulletin of 

Information which can be downloaded from

You must register for the exam directly with ISACA.  

 

 

Obtaining the CISA Certification: 

• Confirms your knowledge and experience 

• Quantifies and markets your expertise 

• Demonstrates that you have gained and maintained the level of 
knowledge required to meet the dynamic challenges of a modern 
enterprise 

• Is globally recognized as the mark of excellence for the IS audit 
professional 

• Combines the achievement of passing a comprehensive exam with 
recognition of work and educational experience, providing you with 
credibility in the marketplace. 

• Increases your value to your organization 

• Gives you a competitive advantage over peers when seeking job 
growth 

• Helps you achieve a high professional standard through ISACA’s 
requirements for continuing education and ethical conduct 

1. Achieving CISA Certification 

• Certification Prerequisites 

• Examination Information 

• Applying for Certification 

• Maintaining Certification 

2. The Process of Auditing Info 
Systems 

• Management of the IS Audit function 

• ISACA IS Auditing Standards and 
Guidelines 

• Risk Analysis 

• Internal Controls 

• Performing an IS Audit 

• Control Self-assessment 

• The Evolving  IS Audit Process 

3. Governance & Management of IT 

• Corporate Governance 

• IT Governance 

• IT Monitoring & Assurance Practices for 
Board and Senior Management 

• Information Systems Strategy 

• Maturity and Process Improvement Models 

• IT Investment and Allocation Practices 

• Policies and Procedures 

• Risk Management 

• IS Management Practices 

• IS Organisational Structure and 
Responsibilities 

• Auditing IT Governance Structure and 
Implementation 

• Business Continuity Planning 

•  Auditing Business Continuity 

4. Info Systems Acquisition, 
Development & Implementation 

• Business Realisation 

• Project Management Structure 

• Project Management Practices 

•  Business Application Development 

•  Business Application Systems 

•  Alternative Forms of Software Project 
Organisation 

• Alternative Development Methods 

• Infrastructure Development / Acquisition 
Practices 

• Information Systems Maintenance 
Practices 

• System Development Tools & Productivity 
Aids 

• Process Improvement Practices 

• Application Controls 

• Auditing Application Controls 

• Auditing Systems Development, Acquisition 
and Maintenance 

5. IS Operations, Maintenance &Support 

• Information Systems Operations 

•  Information Systems Hardware 

•  IS Architecture and Software 

•  IS Network Infrastructure 

•  Auditing Infrastructure and Operations 

•  Disaster Recovery Planning 

6. Protection of Information Assets 

• Importance of IS Management 

• Logical Access 

• Network Infrastructure Security 

• Auditing IS Management Framework 

• Auditing Network Infrastructure Security 

• Environmental Exposures and Controls 

• Physical Access Exposures and Controls 

• Mobile Computing 

7. Exam & Techniques 

http://www.isaca.org/

